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Abstract

A documert retrieval systemis a speci ¢ type of dis-
tributed processingwhich hasits own particular se-
curity requiremerts. This paper proposesa model for
securedelivery of documerts and describesa proto-
type system, based on earlier work on secureelec-
tronic mail and automated documert delivery sys-
tems, being developed at University CollegeLondon.

In the proposedarchitecture, security protection is
provided for documert requestsand the actual doc-
umernts delivered. E-mail protocolsare usedfor doc-
ument requestsand delivery, although le transfer
protocols could be usedin somecircumstances. The
paper beginswith adiscussionof the documert deliv-
ery systembadkground and then setsout the client{
sener model for the secure system. The security
philosophy, requiremerts, policy, and techniquesare
dealt with next. The criterion for validation is ana-
lyzed; the relationship to OSl is showvn; implementa-
tion issuesare discussedand the direction of future
e orts is pointed out.

0This work was supported by grants from the British Li-
brary Research and Development Department (pro ject Quar-
tet), the Alvey programme (project LOCATOR) and the
DELTA programme (pro ject CAPTIVE).

1 Background

The SecureAutomated Documert Delivery System
(SADDS) described in this paper is an application
program which provides security for an automated
documernt delivery system. The system mergessev-
eral technologies, prototypes of which are currently
under dewvelopmert at University College London;
privacy enhanced e-mail [4], directory support for
securemessaging[17], and automated documert de-
livery systems[18§].

A prototype Automated Documert Delivery System
(ADDS) is the fundamertal model to which security
featuresare to be added. This ADDS prototype was
developed under Quartet, a British Library researd
project. It providesan automated systemfor seard-
ing bibliographic databasesjnitiating requeststo the
documert lestore, and the medanismfor documert
delivery to the end user. In somedistributed envi-
ronmernts, wheresecurity is not a concern,the ADDS
ful lls many of the requiremerts for accessingand re-
trieving documerts from a certral depository. Yet in
other circumstancessecurity is necessary

The principles underlying a SADDS are applica-
ble in many data processingervironments where
users are provided with read only accessto a doc-
ument database. Particularly relevant are applica-
tions where documert requestsoriginate at remote
sites, and clients, for security reasons,are denied ac-
cessprivileges to the host serer. The SADDS ef-
fectively allows the client to perform a restricted set
of operations on a collection of objects. Client-host
sessionestablishmert and the concomitant retention
of system state information is not an operational re-
quirement. The ability to servicedocumert requests
in an accourtable manner with limited accessights
to the underlying host system has clear advantages
over other types of security services. Furthermore,
the systemmakesno assumptionsabout the security



of the underlying e-mail facility or the communica-
tions links over which it operates.

A prime application could be a multipurp ose or
multinational space station where communications
links may needto be shared. Diversity of political
and economicinterest presern dicult problems in
a shared ervironment; integrity, con dentialit y, and
authentication features of a documert delivery sys-
tem may well addresssomeof these problems.

2 The Mo del

The model consists of one or more client ertities
(service requestors), and one sener ertity (service
provider).

For the purposesof clarity, the protocol is explained
in terms of a singleclient. The transactions are iden-
tical if there is morethan oneclient. Multiple servers
are not consideredat this time, but could beincluded
in future extensions.

It should be emphasizedthat clients do not establish
sessiorconnectionswith the server. Transactionsare
carried out by messagegdatagrams) which may be
carried by any e-mail protocol. Our implemertation
of the prototypewill usethe internet SMTP protocol.

As illustrated in Fig.1, both client and server have a
trusted area, their Trusted Computing Base (TCB),

in which transactions are processed.All messagesre
cryptographically protected before exiting the TCB.

No assumptionsare made about the safety and se-
curity of the communications channel betweenclient
and sener.
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Figure 1: The SADDS System

2.1 The Security Protocol

All messagedetweena client and a server are pro-
tected by the security protocol shown in Fig.2.
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Where:
C™®) | client's public key
S(3) | sener's secretkey
K randomly generatedtransaction key
d documert id
n requestid
text | the documert or error report
S the name of the sener
C the name of the client

Figure 2: The Protocol

Unique transaction keys are generated for ead
client{server transaction. An encrypted version of
the key is included with ead message.

Requests contain a sequencenumber so that the
sener is able to reject replayed messages.

Authentication of the error reports is usedto ensure
that denial of service attacks are always detected.
Each request by a client to the servwer generatesa
responseeither in the form of a securedocumert with
guaranteed integrity, or a secureerror report. The
client recordsthe messageds that it generatesand
cheds them against the replies from the sener. If a
requestis not replied to eventually, this is detected
by the client and a warning given to the user.

Additionally , error reports are encrypted asthey con-
tain client id, messageéd, and current sequencenum-
ber, all of which might be of useto an attacker.

2.2 Client

The client processesun on a physically securework-
station with accesdo e-mail. A physically protected
ervironment meansthat the user assumesresponsi-
bility for the installed processesthe encryption key,
the audit log, any plaintext les, and the processes
which create secure requests and handle incoming
documerts.

Fig.3 shows the structure of the client. To requesta



documert, the client would normally seard the lo-
cal databaseindex and create a well-formed inquiry.
This consistsof a requestid, documert id, and the
user id. These are written to the transaction log.
The client's inquiry is signed and encrypted as in
Fig.2. It is then encaled and encapsulatedin an
e-mail ervelope and sen to the e-mail process.

Replies from the server are decaded, decrypted and
authenticated. The received documerts or error re-
ports are chedked againstthe requestid which is held
in the client's transaction log.

At this stagethe client has accessto the document
as plaintext. The con dentialit y of the documert is
now the responsibility of the client.

2.3 Server

Fig.4. shows the structure of the serwer. The pro-
cessedor security enhancemets, error reporting and
database accessare held in the TCB. The input
queue, output queue, and queue manager may re-
side outside the TCB, as documerts, requests, and
error reports are in an encrypted form while in tran-
sit betweenclient and serwer.
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Figure 3: The Client

Client requestsare passedfrom the input queueto
the authentication processihe messages decrypted,
the digital signatureis computedand chedkedagainst
the user's public key, and the sequencenumber of
the messageas cheded. Errors at this stagegenerate
error reports and ertries into the audit log. Error
reports, when generated, are signed, encrypted and
passedto the output queuefor transmission to the
client.

Valid requestsare passedto the accesscontrol chedk
whereuserid and documert id are comparedagainst
a databaseto determine whether the requestis per-
mitted. Errors are treated as above; permitted re-
questscausea documert to be fetched, then signed
and encrypted as shown in Fig.2.
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The documert is placedon the output queueand the
transaction is recordedin the log. The client's digital
signature is recorded so that the client cannot deny
having sert the request.

3 Security Philosoph y

The underlying security philosophy of SADDS is sim-
ilar to a doctrine which seemsto be ewolving among
the community of practitioners in the commercial
sector. Namely, that security requiremerts are re-
lated to a user's perceived threats, and his assess-
mernt of the cost of a security breach. Security, like
any other feature of information systems, must be
analyzedin terms of costsand quality of service. The
value of a potential lossis probably the mosta rm
would pay for security; and the estimated value of
the gain by an intruder is probably the most the in-
truder would pay to breac the system. Thesetwo
perceived valuesmay not be the same.

The model we proposemakesthe cost of protection,
i.e. of implemerting a SADDS, unequivocally known.
How that cost relates to the value of the informa-
tion being protected can only be determined by the
useror potential intruder. Tednological changeover
time aects security costs and requires cortinuous
re-evaluations of the risk and protection measuresin
use.

4 Security Requiremen ts

The security policy of the SADDS providesthe rules
by which documerts will be managed,protected, and
distributed within the domain of clients and servers.
The SADDS recognizeghe following generalsecurity
requiremerts.

e Authentication of clients and the sener.

Integrity of documerts, error reports, and re-
quests.

Non-repudiation of client actions.

Con dentialit y of documerts and requests.

Accesscorntrol.

The specic prototype model with which we are
working is well de ned and restrictive. These re-
strictiv e characteristics can be revisedwhere greater
complexity is necessary Some of the pertinent fea-
tures of and assumptionsmade in the dewelopmert
of this model are as follows: the model deals only
with documert delivery betweena secureserver and
clients; documerts are held by a certral sener.

The server must be implemented over a trusted com-
puting basewhich prevents unauthorised accessto
les and processesFor commercial applications the
TCB neednot be validated by Orange/Red book cri-
teria. Any securesystem would be an acceptable
architecture over which the SADDS could be imple-
mented.

The protocol ensuresthat the copy of a document
received by the client is the sameasthat held by the
sener. The encryption performed by the SADDS
provides data integrity for all transactions between
the TCB and the output server; no assumptionsare
made about the security or reliability of the e-mail
systemor its communication channel.

At present the client doesnot have ability to query
the databasedirectly, and there is no direct accesgo
the serer processesClient transactions are objects
preseried to the server in an e-mail message.

5 Security Techniques

There are many ways of preverting data from being
read by unauthorised persons| the most obvious
being to physically prevernt access. Howewer, it is
often the casethat the data must be transmitted
over somepublic network (for example,the telephone
network), which is dicult or impossibleto make
physically secure. In these cases,protection can be
provided by encrypting the data beforetransmission.

The earliest forms of cryptosystemswere symmetric
| that is, they usethe samekey for both enciphering
and decipheringa message.They havethe major dis-
advantage that the key must be exchangedbetween
the communicating partners (sothat the intendedre-
cipient can decrypt the message)while at the same
time the key must be kept secretfrom everyoneelse.

Typically, this is achieved by using a physically se-
cure (but low bandwidth) channel to transmit the



key. For example, the system operator is given a
piece of paper with the key written on, which she
then typesin.

Symmetric key cryptography reached its apotheo-
sisin 1987with the Data Encryption Standard [12].
Sincethen, most applications requiring a symmetric
cryptosystem have used DES.

Asymmetric (public-key) cryptosystems[9, 16] sim-
plify the key distribution processby removing the re-
quirement that encryption keysbe kept secret. This
makesit possiblefor there to be a publicly available
list of which key to usefor communication with eat
user.

Although the list of keys does not have to be kept
secret, it must be kept correct. This requirement
led to the concept of a Certi c ation Authority [19]
| an organisation which is trusted by the users of
a securecommunication system to provide reliable
information asto who hasbeenissuedwhich encryp-
tion key.

The main disadvantage of asymmetric encryption al-
gorithms is that they are considerably slower than
symmetric ones. However, a SADDS does not pro-
vide interactive accessand sothe extra few seconds
addedto the turn around time by using an asymmet-
ric algorithm will not be noticed by the user. (Some
manual documert delivery systems provide a turn
around time of 48 hours or more).

Accordingly, we have chosento emplay asymmetric
cryptography in the design of the SADDS. Our pi-
lot implementation will use RSA [16], becausethis
is the most widely known public-key scheme that
can provide con dentialit y aswell as authentication.
Although no proof of the intractabilit y of breaking
RSA is available, the algorithm has withsto od many
attempts to attack it over the last few years.

6 Validating the SADDS

There are a variety of methodologies available for
validating the security of systems;for example that
of the Orange Book [13]. An essetial feature of all
such approadesis that the security policy is pre-
cisely de ned, making it explicit which threats are
being protected against.

Formal (mathematical) techniques may be used in

the validation. To do this the system's behaviour
is algebraically described and a proof given that the
security policy is never violated. The algebraic de-
scriptions can then be usedto generatetest casesfor
the implementation.

Seweral mathematical techniques are available; the
Bel{LaP adula model [1] is favoured (although not
mandated) by the U.S Department of Defense[13],
although some authors doubt that it is always ap-
propriate [11, 5]. Other techniques, such as that of
Burrows, Abadi and Needham [2] may prove more
useful for validating distributed systems.

6.1 Orange Book

The Orange Book [13] imposes(depending on classi-
cation) the following constraints on the architecture
of a securesystem:

1. An acces<ortrol policy is de ned and enforced.
2. Usersare adequately identi ed.

3. An audit trail is kept.

Our model of a SADDS allows identi cation and au-
dit to be asthorough asis desired, as clients are al-
ways authenticated to the server and all transactions
are recorded.

Accesscortrols are divided into two types, discre-
tionary and mandatory. In order to be certied at
any classabove C2, a systemmust be able to enforce
both types.

Mandatory accesscortrols are intended to prevent
data crossing security boundaries. They are state-
ments about the state of the whole system, rather
than local interactions, which meansthat they must
be enforcedby someprocesswith authority over the
whole system (a reference monitor) and cannot be
changedby individual users.

Discretionary accesscortrols restrict who may in-
teract with particular parts of the system, and may
be changedby the notional owners of the objects to
which they refer.

The main accesscorntrols usedby a SADDS are dis-
cretionary. Each documen has an assaiated access
control list naming the usersor groups of userswhich



are allowed to retrieve it. Theseaccesscorntrol lists
are set by the systemadministrator when documerts
are added to the database,and may not be changed
by remote users. This prevents the propagation of
accessrights and eliminates the security problems
that may result from it.

Mandatory (information ow) controls can also be
provided within the server, by assigningsecurity la-
belsto documerts and to clients. It is much easierto
add theseto a SADDS than, for example,a real-time
operating system. This is becausenew, untrusted
“active' objects cannot be created within the sener's
TCB (remote userscannot run new programson the
certral machine), and sothe referencemonitor never
has the problem of recalculating the security label
assignedto a user process.

At higher classi cations, any covert channelsshould
be identi ed. As client s cannot alter documerts or
accesscortrol lists, these cannot be usedto trans-
fer information. The sener's response time could
be used for signalling, but the high variance of the
transmission delay in the e-mail system makes this
impracticable.

6.2 Red Book

The Red Book [14] extendsthe Orange Book to dis-
tributed applications. The additional evaluation cri-
teria include:

1. Communications Integrity
2. Data Con dentialit y
3. Denial of Service

4. E ect of combining TCB's

Integrity and con dentialit y depend on the strength
of the cryptographic algorithms used, and the cor-
rectnessof the way that they are used. The Burrows{
Abadi{Needham logic [2, 3] canbe usedto ched that
encryption is being usedcorrectly; we have donethis
for the protocol of Fig.2. Our reasonsfor choosing
RSA were explained in the previous section.

The SADDS does not attempt to prevent denial of
service, as this can only be done by the message
transfer system. However, the protocol is designed
sothat denial of serviceis always detected.

Eventhough the serer is capable of enforcing infor-
mation o w cortrols, the Network Trusted Computer
Baseconsisting of the server and its clients combined
may not be; sincethe client machinesare outside the
sener's trusted computing base, it is impossiblefor
the SADDS sener to prevent a client using a doc-
umernt in a way that violates the information ow
controls. The best that the server can do is to only
give documerts to clients that it trusts not to misuse
them (as determined by labels, for example). This
probably meansthat the SADDS systemcan achieve
at most a "C2+' rating ( as de ned by Red Book)
rather than B3.

6.3 Clark—Wilson Model

The Clark{Wilson model [5] setsout four criteria for
the evaluation of a securecommercial system:

1. Each useris identied and authenticated.
2. The systemmaintains an audit log.

3. Data items are manipulated by a restricted set
of programs which adhereto well-formed trans-
action rules.

4. Usersare assciated with a set of programsthey
can run that meetsthe separation of duty rule.

We have already dealt with the rst two of thesere-
quirements. The third is satis ed becausedocumerts
are only manipulated by the documernt fetcher. The
separation of duty requiremert is met becausethe
accesscortrol lists and security labels can only be
set by the system man ager, not by clients.

7 Relationship to OSI

Our pilot implementation is based upon the Inter-
net protocol suite, becauseproduction implementa-
tions of these protocols are available. However, the
SADDS model could equally well be implemented
over OSI protocols.

The OSI O ce Documert Architecture standard [21]
de nes a format for the exchange of “multi-media’
documerts. (That is, documerts containing pictures
or diagrams in addition to text). Upgrading the



SADDS to useODA is simple, asthe SADDS makes
no assumptionsabout the content of the documerts
that it is delivering. The only changeneededto the
remote clients is to replacethe documert display pro-
gram with an ODA multi-media editor. The serner
is either upgraded to hold documerts in ODA for-
mat, or continuesto hold them in G4 fax format and
transmits them with an ODA headerindicating that
the body is G4 fax.

Similarly, X.400 [20] mail could be used instead
of RFC822 [6] to carry messageswith only mini-
mal changesto client and serer. SecureX.400(88),
when it is available, will provide encryption, decryp-
tion and authentication of messagesyreplacing the
RFC1040[10] componert. Howewer, the application-
speci ¢ functions such as cheding the access-cotrol
lists of documerts, and providing audit trails cannot
be taken over by X.400; there will still be a need
for a SADDS sener to provide the speci ¢ serviceof
securebatch accesso documerts.

8 Implemen tation

Implementation of the SADDS begins with a pro-
toype model of an automated documert delivery sys-
tem (ADDS) without security features. Such a model
was dewveloped for the British Library. That model
useda databaseof samplepagesof published papers
that were scannedand stored as G3 facsimile images
on a PC hard disk. Modems were used to submit
request for documerts. PC fax cards at the output

sener and the client PC workstation provided the
documernt delivery functions, with an ethernet LAN

providing communications between the PC output

sener and the Unix machine.

Seweral of the ADDS features are inappropriate for
this pilot. For example,the modem interface on the
requestside and the PC output server on the server
side. Basically that model is being redesignedwith
an e-mail interface for both the client and server pro-
cesses.The prototype will run on a secureUnix op-
erating system at the serwer site, and a physically
protected systemat ead client site.

PEM, a UCL implementation of RFC1040, will be
usedto provide many of the security features of the
model. The encryption/decryption routines of PEM
are being updated to use asymmetric cryptography
in line with the draft successoto RFC1040.

The routines for accesscontrol, audit trails, trans-
action logs, and sequencenumbering will have to be
written.

G4 Facsimile communications standards already ex-
ist, and a large database of G4 Fax format les are
accessiblefor researt at UCL. There is a 10 channel
broadband analoguevideo system, \Liv e-net", that
connects eight geographically dispersed colleges of
the University of London in the UK. By next year
broadband digital data channels will connect these
sites. Despite the high bandwidth demands of G4
fax, it is anticipated that the SADDS pilot can be
tested using G4 format documerts.

9 Summary

This paper speci es a model for a securedocumert
delivery systemwhich is being implemented at UCL.
It is a straightforward model which provides a high
degree of security in a cost e ective manner, and
has many desirable features. It is a multiple client,
onesener model designedto provide authentication,
data integrity and con dentialit y for a documert de-
livery system.

The system makes no assumptionsabout the relia-
bilit y of the underlying network. It canberun overa
public packet switch network and is compatible with
most public or private e-mail facilities.

An implementation of the model could meet TCSEC
classB3 security requiremerts, but would most likely
evaluate to the C2+ category of the red book secu-
rity criterion for the reasonscited in the validation
section of the paper.

The system provides well designedaccessoints into

the trusted ervironment and protects against intru-

sion through covert or signal channels. Furthermore
once the user authentication is complete, all secu-
rity featuresof the documernt delivery systemwill be
transparernt to the user.

At presern the systemis under developmert in the
Department of Computer Scienceat UCL. Many
parts of the systemare currently being usedby other
researd projects. It is expectedthat the systemwill
be operational and tested by the time this paper is
preseried and someimplementation experience can
be reported.
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